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Commanding voice

Mew technology enables using your voice as your password

BY ALLISON PERKING

many calls om the run, Jack Healy

likes the new feature on his smare card,
When making 3 phone call, technalogy
on the card can authenticate his voice
pamtern and authorize the card’s usage.

Since the events of Sepe. 11, many
comnpanics and consumers such as
Healy are concerned abour security
Bstmes. As o resuly, beooetric authenti-
cation devices, which validare users”

identites based on unisgue iokogical
charsctenstics such as voice or finger-
perint, are beginning o surface, And the
prospects for growth are compelling.

A new analysis by Frost & Sullivan
inddicates the ol Momeamc market
Evcm:ral;.:l,l St mrallion an 2008 and s
4,::|||:|:L1:|1 ter peach S900 million |r}'
2o, Meanwhile, the Invernational
Biomerric Group (IGE), a New York-
based integration and consulung
|.'-I.|'l11.. s 1:|imm.:l;ri|; revenees o LT
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% 4 road warrior logging thousands
of miles each month and making

from 35239 million in 2001 w 31.9
billicn in 2005,

One UL K-based company, Domain
Drynearmics Lud., whach specalizes in sg-
nal processing and speech recognition,
is raisang the level of Bometrics and
smart cards by adding voice authenncs-
tors thar prevent card usage by anyone
except the appriwed cardhodder.

i In January 2001, Domain parnerced

with Consult Hyperion, an [T
management consultancy spe-
q_:i:lJirir:g in smart card and

e-COMmmerce -..Lr:l.lrih SIS,

strating how the echnology
can he psed with intermet PO
and pocket PC devices and
mlti-apglicarion sman cands.
Using its TESPAR
{Time Encoded Signal Pro-
cessing and Becosmition)
v authentication technol-
oy, Domain has developed
a range of solutions that can
run verification codes and
store 4 user’s voioe emplae

i on smart cards. Consult Hyperion

has expertise in the argas of crypto-
graphy, Public Key Infraseructure
(PEI} and digital certificate processes
to complement the speech biometric
implementation of the TESPAR
t::,'hnuhjm'.

Marun Creorge, s MEANAZET at
Domain Dyvnamics Led, is curremtdly
responsible for the promoton of the
TESPAR Vaice Authentication tech

|1|:|l|:||_.'_1l,' |:||1_!m1| and standard smart

cards. “Every voioe is unique, TESPAR
meeasures the signal waveformn of a per-

{ son’s voice, encoding the shapes of the
wavelorms,” George says. “Every per-
i son has a voice fingerprint or a ‘voice-

print.” The rechnology can manipulare
the voicepring in different ways,”
George explains that the woehnobogy

2 :
stores three sunples of the wer’s voice

i on a emplate within the Java-based
¢ smart cand. TESPAR can even disre-

gard background noise and can cope
with day=to-day vanations in an inds-
"a'illl.'lflrﬂ '|'El:ii.-f. -I-l'li; [m]} SUTISOC l'II:L'I:II."I
is a microphone, which comes srandard

“¢ Cash will become a less important part
of our culture, and most transactions
will be via some kind of card. **

— Martin George

i with many deskrop PCs, notebook

to develop 3 prototype dcmr:m- :

i comparers and mobile phones,

' Addressing various needs

Essentially, the technology unigquely
secunes personal informartion, rephac-
ing PINs for seeured transactions
and providing security clearance for
access to property, “Cash will become
a less important part of our culore,
amd most rransactions will be wia
some kind of card,” George says,
“And mobile phones will become
like a credit card, which will bic an
elfective smart card inside the phore.
Yorur mshile |1Em|1|: will becoimne a
gateway to all financial services.”

Suddenly, the smart card applica-
tons that are rapidly gaining world-
“II:lE ]'.H]'IJI.IL'II'".} {m )] |ul.'|: F'I.Iu'lrll.'lll.'l'l.l
security for access control, banking,
share trading, online shopping, teleph-
Ny services, stoning personal and
confidential data - even loyalty cards,
FHE I:I'Iﬂ .I:Iig' 1i|1L""iri':m i‘n: I]im I.'I'IIJL'I'I '|:I'|II
this lEH.'hIIl::I]I.IF:r' cimt?
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Gieorge believes TESPAR rechnol-

gy addresees thiz, *Vaice biometrics
centers on its exremely low cost and

low memory requirements, Ipm-w'.-.ing

recorded samples, a process thar
takes 3 frscoon of a3 second. “TES=
PAR can be placed onto an existing
chip card. A person can then use the

“¢ Your mobile phone will become a
gateway to all financial services.””

and power resources. In practce, a
template created from enrollment
samples of the smart card holder's
voice 15 stored an a standard E-hin
Java smam card. "This rechnology can
be accommodated on cach produce
far o more than 50 cents pur wnae,"”
{ i{:urgl.- sINVE

Ihe transactions involy ng this tech-
nulng-_.' will rnluin: the cardhalder
to msert his card into a terminal and

— Martin George

smart card with a mobale phone and
phag the sman card directly ingo the
phome, where it acrs as a payment
terminal for banking transactions,”
says Cweorge,

Reaching U.5. consumers

Aware that sreart cards soll are emerg-
ing in the U5, how does George envi
sson this |-|n::-.|||u'r -.'.an':-nni;nn here?
I':";1-e:-ri.|1|_.: meidical ||.|ti:|:|1 records s an
|.':\_|||:||r|1|l.' o bewa thye LuL‘IiI'lllf-:.lLQ\' could
be used in the US, Some doctors are

would allow only partcular doctors
1o have access to an individisal’s indor-
mation,” Cseorge says. Seourity levels
-an be easily adyusted vo suir specific
requirements throogh alterstion of the
clasaficanon strateges deploved Ty
TESPARS verification algorithims

Recently, Domain Dynamics
received a 4.3 million investment
tor accelerate the rapid global com-
mercialization of compact voice
suthenticarion and word recognivion
solutions for handheld devices and
smart cards, The imvestment will
b sl o |||,'l.'|.;|-:h|:l Both lnsaness-
llF'EHl:"I.:“'.-.'I'h ]:l'al. 'i."'|.|||!'||.|||||.-|-|ﬂi.|.'|||.1.".|
applications with third party solutions
providers 1o wu'iplt vaice hrometric
and |'|:|_|'|l1!'|"'l|ll|:||'| wi |l winans,

.'I.Il I'lll‘,. ]{ II; lﬂJ.I:l. six lH.Ill:'lL-
the biamctric :i.'|1||.1hlrg.' will 1.'1|'u|:|-:|
sreadily, iv will face incressed merger
amdd ACCUISILION Pressures as wel]

a% 1,'|uni:-|.'|::i|:i||:|. from much larger
considering placing patients” medical
mformaton on g anort cand, which

Ve 4 "\.|1Li."'|.i'l Samyg e, The card then
|-|;|.|t|_|;||_~. the "‘Ekiktl'l voice o the

technology firms entering the bio-
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